
Technology is becoming more and more embedded in our everyday 
life, and the internet of things (IoT) will bring connectivity to a myriad of 
products, such as cars, household appliances and clothing. How that 
data is used and protected will become paramount for all the companies 
involved, and for the regulators creating and enforcing rules. 

IBM estimates that 90% of the data in the world today has been 
created in the last two years, a process that will only accelerate.¹   
The risks involved with the proliferation of this data — privacy, 
security, discrimination and fragmentation — all impact consumer 
trust. Although regulators are hesitant to put an unnecessary 
burden on what remains a nascent market, they are likely to be more 
proactive than they have been in the past with their rule-making. 
However, strong regulation might be pre-empted if companies 
voluntarily introduce the right principles to their services. 

Privacy: Putting the user in control 
The first data protection rules, which were introduced to give users 
relief when telephone and home marketing became mass market, 
are being updated now. Privacy issues are not new, but the addition 
of technology has made it far easier for companies to collect, track 
and aggregate an individual’s private data to create more targeted 
products and services. Since the rules have not been updated to fit 
within the context of an online world, it is clear that the current terms 
and conditions are not fit for purpose and new data protection rules 
are required. 

The European Commission and the Federal Trade Commission 
(FTC) have each created their own set of new rules, but there is a 
common thread between them. The FTC’s rules,²  dating from 2012, 

are built on three principles: privacy by design; simplified choice, 
such as a “Do Not Track” mechanism; and greater transparency. The 
2016 European rules³  include provisions on: the right to be forgotten, 
clear and affirmative consent, a right to transfer, a right to know if data 
has been hacked, and the need for privacy policies to be clear and 
understandable.

The rules aim to give users control of their data and improve 
transparency by making it clearer who is using the data, where it goes 
and what it is used for. This is not inherently negative for companies 
where data is at the core of their business models, as many users 
will happily continue to share their personal information. However, 
the rules can create another layer of bureaucracy for companies 
to ensure they fulfil their obligations and give end-users the right 
choice. This could potentially hit small businesses the most, despite 
the creation of some exemptions, such as the need to have a data 
protection officer or implement impact assessments in Europe.

The introduction of privacy by design, where privacy is emphasized 
at every stage of the product or service’s development, and data 
minimization, where it is made clear what the data’s purpose is, who 
is using it and how it will be disposed of after use, will minimize the 
risks of non-compliance, but it will not fully eliminate them. Neither 
regulations nor a company’s practices or mechanisms are foolproof, 
but the responsibility is on the latter to show good faith and take 
the necessary steps in the event of a privacy breach. Enforcement 
remains unclear as this is a new area, but investigations will be lengthy 
and are likely to lead to greater scrutiny should too many companies 
fail to take the necessary precautions.

TechTalk
August 2016                 

Emerging risks in the 
technology sector
By Fredrik Motzfeldt 



2   TMT Auguat 2016

Security: Anything connected can be hacked 
Anything that can be hacked will be hacked. As with privacy, it is 
imperative that companies focus on the security of their products, 
through security by default. This will minimize the risk rather than 
fully eliminate it; whereas the risks remain constant for privacy 
issues, they increase with time in terms of security. When a product 
is first launched into the market, it should be fully secure. To ensure 
continuous compliance, manufacturers usually implement over-
the-air software updates, so that their products remain safe against 
new threats. These updates can have a maximum shelf life, and this 
vulnerability can threaten the entire system through interconnection. 
One weak element can open a back door for hackers to all devices 
connected to the network.

This raises the question of responsibility. How long should a company 
provide ongoing updates to ensure the security of its product? How 
long should a customer expect to be using a connected product? 
Where should regulation intervene? Some products can get updated 
manually, which means the responsibility falls to the end user, but 
many will lack the right functionalities (not having a touchscreen, 
for instance) to make it viable. This is where the onus falls on the 
manufacturer to keep its product safe. The key issue will be how long 
a product should be safe under a new type of warranty, bearing in 
mind this cannot be a one-size-fits-all approach. Adding connectivity 
to a product means that a manufacturer must be aware that selling 
goes beyond the point of sale, and that planned obsolescence has a 
wider impact than just upgrading to a new device.

Cars are a good example on the increased level of responsibility 
required for manufacturers. While safety is also a core issue, the 
driver is usually at the center of any insurance claim. As cars become 
internet-connected, autonomous (where the car can drive itself 
but still requires a responsible driver), and finally driverless, the 
responsibility will shift from the driver to the manufacturer. Volvo, 
Mercedes and Google⁴  have already said they will take responsibility 
for any accidents with their driverless vehicles once they become 
commercially available, and more manufacturers across every 
industry must decide whether they need to go down this path. 

Discrimination & fragmentation: The internet in real life 
Privacy and security are the two most direct risks for the emerging 
technology industry and the ones most likely to be regulated. 
However, the addition of connectivity and the internet also brings 
indirect risks, which include discrimination and fragmentation.

Big data has some benefits, such as targeted and tailored solutions 
that can derive from analytics, but also some risks, as it could 
turn humans into algorithms. The aggregation of different data 
points about an individual could paint a specific picture of that 
person, especially when other data, such as their surroundings or 

1  http://www-01.ibm.com/software/data/bigdata/what-is-big-data.html

2  https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-
change-recommendations-businesses-policymakers

3  http://europa.eu/rapid/press-release_STATEMENT-16-1403_en.htm

4  http://jalopnik.com/mercedes-google-volvo-to-accept-liability-when-
their-1735170893

5  https://www.ftc.gov/system/files/documents/reports/big-data-tool-
inclusion-or-exclusion-understanding-issues/160106big-data-rpt.pdf

6  https://www.cnil.fr/en/right-be-delisted-cnil-restricted-committee-
imposes-eu100000-fine-google

7  http://www.nationalmagazine.ca/Articles/June-2015-web/Where-is-
Google.aspx

acquaintances, are added to the mix. That picture can be misleading. 
The FTC has already highlighted the potential problems of unequal 
access based on data points⁵  which may lead to some users being 
discriminated against based on who they associate with, and not 
through their own actions. This could result in less choice and higher 
prices for the same services. 

Fragmentation relates to the ongoing tension between a global 
internet ecosystem and national regulators. Of course, this is not 
new, as technology companies have had to comply with national 
rules since their inception. China’s Great Firewall is a clear example 
of this kind of national sovereignty in an online world. China’ rules only 
apply domestically, however, and some regulators would like their 
national decisions to have a global impact. CNIL, the French data 
protection authority, wants the right to be forgotten to be applied 
globally6, and not simply in France and Europe, whereas a Canadian 
court has ruled that websites selling fake goods must be delisted not 
just in Canada but worldwide. A national authority 7 seeking to apply 
its rules outside its territory without prior consultation — because the 
internet is global and does not know borders — raises the questions 
of whose jurisdiction and whose authority should apply.  

The best way for companies to deal with these emerging risks and 
avoid regulators taking too great a role is to ensure they develop their 
services by keeping in mind the issues relating to privacy, security 
and discrimination. Not only will it help in terms of compliance, it will 
also give them a competitive advantage over less innovative rivals.
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